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A Note from the 
Managing Director

Welcome to 2022 which marks a full 10 years in business for Empello 
providing compliance and anti fraud solutions for the mobile payments 
industry.

Back in 2012 Jeremy Flynn and Gavin Dent, both working for carriers at 
the time, convened in a pub where the topic after a few beers turned 
to increasing levels of non compliance and misleading advertising 
becoming the potential death of the VAS industry.

This simple pub conversation turned to action as Jeremy and Gavin put 
their heads together with technologist John Derham, to work out how to 
solve the problem they saw and Empello was born, the 1st company of 
its type in the Regtech space for carrier payments.

10 years later, technology has evolved, and so have the methods of 
carrier payments, along with the methods of fraud used within the carrier 
payment environment. And Empello is also no stranger to change. From 
our original FraudScan solution targeted at monitoring and managing 
compliance and advertising, we’ve developed increasingly sophisticated 
technology to identify new types of technology fraud as they have 
emerged in our FraudStop platform.

Working across 30 markets globally, with more than 70 clients, Empello 
continues to strive to provide the best in class compliance, anti fraud 
and cyber security solutions to the VAS and carrier payments sector. 

Our management team has over 100 years of telco experience to draw 
upon (yes, we really are that old), and we have a talented young team 
of multilingual analysts manning our FraudScan programme, alongside 
our innovative and curious technical team responsible for keeping up 
with the latest security threats.

We hope you enjoy reading our Annual Review and learn something 
new and interesting. 

 
Louise Ford  
Managing Director
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Please meet the contributors

Omar Oualili
Omar joined Empello in 2016 after completing a BSc and MSc in Finance and Accounting 
at University of West London. He then completed an MA in Political Economy of the 
Middle East at Kings College London. 

Omar joined Empello as Compliance Analyst and currently progressed to the job of 
Director of Client Services heading our Country Management team servicing over 70 
clients in 4 continents. 

During his free time, Omar enjoys travelling as he has visited over 65 countries around 
the world before turning 25 years old. In 2019, Omar broke the Guinness World Record 
for “Most Embassies Visited in 24 hours”.

Omar is fluent in Arabic, English and French with some intermediate Spanish.

Patricia Azar
Patricia joined Empello in 2018 as a Compliance Analyst with an MSc in Marketing 
from the University of Surrey. Since then, her responsibilities have grown to Country 
Group Manager, leading a team covering multiple countries in the MENA region.

In her free time, Patricia enjoys photography, food and nature. She is also fluent in 
Arabic, French and English. 

Lara Radusin
Lara joined Empello in 2021 as a Compliance Analyst for the MENA team. After winning 
the award for Team Member of the year at Empello, she became country manager to 
kick off 2022. She is currently overseeing the Bahrain and UAE markets. Before joining 
Empello, Lara worked as a translator and interpreter for various non-governmental 
organisations and research agencies in London. 

Lara’s interests include reading, cycling, cooking and travelling. She speaks English, 
Arabic and Serbian.

Paula Tiron
Paula joined Empello in 2021 as the FraudStop Programme Manager. She has a 
bachelor's degree in French and Norwegian Literature, and before joining Empello 
she worked as a fraud specialist. She has really hit the ground running, leading our 
efforts to identify and resolve back-door fraud in various markets. She speaks English, 
French, Spanish, Norwegian and Romanian.

In her free time, she enjoys reading classic South American literature, baking, playing 
the piano and exploring different London neighbourhoods. 



5|Annual Report 2021

The VAS Round Up
Compliance in 2021
Over the course of 2021, Empello discovered 
and tested almost 650,000 campaigns in the 
VAS market, of which we identified 40,975 
with high risk compliance issues, 19,745 with 
medium risk compliance issues, along with 
668 technical issues globally. An overall global 
compliance rate of 90%.

Performance varied from market to market and 
region to region with Europe being the most 
compliant region and the Middle East region 
being least compliant.

Global update 2021

Low
584,372

High
40,975

Medium
19,745
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The main sources of non compliance were misleading flows and content locking accounting for 
50%, and we saw a particular resurgence in content locking in the last quarter of 2021. Brand 
passing off has also become a significant compliance factor particularly in the Middle East region 
and we’ll talk more about that in a focused article.

VAS service mix in 2021
Video streaming, gaming and mixed content were the dominant types of VAS both in terms of 
traffic and number of active merchants. When combined, streaming, games and mixed content 
services made up 76% of all VAS advertising in 2021, down from 78% in 2020.

Misleading flow

Content locking

Brand passing-off
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Price proximity
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Flow containing 18R

Payment page requirements
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2
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Medium risk  high risk

Technical fault
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55% of all merchants provided at least one of these three services in 2021 up from 50% in 2020.

Compliance rates for videos, games and mixed content matched the figures for overall VAS 
compliance in 2021. At 95% compliant, video streaming services were the most compliant service, 
closely followed by games at 88% compliant, and mixed content at 87%.

VAS advertising in 2021    
Whilst the number of channels used by advertisers in the VAS market continues to increase, 
web advertising still accounts for 90% of campaigns Empello discovered in-market. However, 
Empello discovers advertising across Youtube, Facebook, Twitter, Instagram and other social 
media, as well as via OTT messaging channels such as Instant Messenger, Whapsapp and Push 
Notifications. Most recently we have seen the emergence of VAS advertising on Tik Tok. The 
compliance of Facebook advertising is particularly problematic with 80% non compliance on this 
channel, with Instagram and Tik Tok following a similar pattern.

Web

YouTube

Facebook

In-app

Twitter

Instagram

Push notification

TikTok

Other social media

Instant messanger

552,036

19,438

13,212

12,486

4,196

3,458

2,416

2,227

557

209

Compliant 

Medium risk

High risk
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In our mid-year review in 2021, we discussed the latest emerging affiliate trends in the Middle 
East: fake royal family advertising and operator brand passing-off. Social media pages and groups 
continue to use the brands of local mobile operators to entice users into completing a survey 
which promises free internet or credit. Instead of receiving a gift at the end of the survey, users 
are misled into providing their phone number and subscribed to a value added service (VAS). 
Empello’s data shows that there has been a steady increase in the number of fake advertising 
pages found on social media platforms since the beginning of the year. Fraudsters often take 
advantage of global events, holidays and religious festivals, such as the New Year and Ramadan, 
to ensure their posts go viral. 

Mobile operator networks have stressed the importance of addressing this type of fake advertising 
as it causes significant damage to their reputation as a brand. Although this issue has emerged 
in other markets around the globe, it is most prevalent in Arabic-speaking countries. Empello’s 
solution FraudScan has identified three markets where the problem is most widespread: Saudi 
Arabia, Egypt and Tunisia.

Focus on Compliance:  
Fake operator brand passing-off

Case study: Saudi Arabia

Over the past year, our team of analysts have 
found nearly 800 fake operator pages in 
Saudi Arabia - the highest recorded number 
in the region. Affiliate marketing flows create 
posts written in Arabic promising gifts such 
as free internet or credit. In some cases they 
are directly addressed to residents of the 
country whilst passing off as local operators 
Mobily, Zain and stc. In this market, social 
media pages and groups that pretend to 

be local operators often include images of 
royal family members to make their posts 
go viral. There has also been an increase 
in the number of pages using the New Year 
to promote their advertisement on social 
media. This is in line with the data collected 
for Empello’s mid-year review, which shows 
that all markets in the Middle East region 
experienced two noticeable peaks during 
religious festivals and holidays.
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Case study: Egypt 

Case study: Tunisia

In Egypt, the issue of operator brand passing-
off is widespread. FraudScan has recorded 
over 400 social media pages that use the 
branding of local operators, such as Vodafone 
Egypt, Orange and Etisalat, to promote their 
services. Our data demonstrates that this 
market has the second highest number 
of recorded pages after Saudi Arabia and 

VAS compliance in Tunisia is relatively high, 
averaging at 95% since the beginning of 
the year. The majority of compliance issues 
related to brand passing-off are made up of 
social media pages promoting fake mobile 
operator pages. Many affiliates will use 
the brand of local mobile operators, such 
as Orange, Ooredoo and Tunisie Télécom, 

the UAE. The majority of misleading flows 
promise free credit or a phone giveaway. 
They pretend that it is the anniversary of a 
local operator or take advantage of religious 
festivities to make their posts viral and are 
often promoted on Facebook and instant 
messenger. Recently, fake pages have also 
been discovered on the web. 

to mislead users into completing a survey 
promising free credit or internet. Content 
is predominantly written in Arabic but can 
also be found in French or English. These 
posts have used popular events such as the 
Arab Cup, Black Friday and the New Year to 
promote their services.
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Case study: Emerging territories

We will continue to see these kinds of 
misleading flows and fake ads in the Middle 
East. However, the trend is expanding to 
other territories too. During the first two 
weeks of 2022, we have identified a dozen 
social media pages passing for operators in 

Africa. This suggests that Africa might be the 
new ground for misleading advertising fraud 
in 2022. Examples below show the extent of 
the issues - here the flows are offering job 
opportunities to people who sign up via the 
links or offer free credit from Orange or MTN. 

How we work to resolve it    
Our data suggests that this affiliate trend will continue to grow in the near future since there 
hasn’t been a decline in the number of fake pages and groups over the past year and fraudsters 
are constantly creating new pages across social media platforms.

At Empello, we provide a comprehensive detection of these fraudulent advertising campaigns 
through manual analyst research. When our talented team of analysts finds fake operator pages, 
they immediately publish the test to alert the client of the issue. This helps to ensure that swift 
action can be taken against the problematic affiliate network. 

Key to the success of such a programme is close collaboration and engagement with all parties 
in the value chain, led by the carrier from the top. When such campaigns are identified through 
a monitoring programme such as FraudScan, it is vital that the carrier plays a full supporting 
role in effective takedown of these campaigns within fixed timescales with prompt action taken 
against participants that do not meet the required timescales. 

It is only by rapidly closing down the opportunities to make money from these types of misleading 
campaigns that we can achieve increases in VAS compliance within a particular market. With full 
participation from all parties in place, VAS compliance can improve significantly in 3 to 6 months. 
Without participation from all parties, we continue to find sustained levels of non compliance 
persisting.
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Focus on Payment Fraud:  
Auto Subscription Activity in 2021

In 2020, 70% of the traffic presented to Empello’s fraud prevention solution FraudStop was blocked. 
In 2021, we continued to see similar levels of blocked traffic via FraudStop with 64% blocked. This 
demonstrates that fraudulent traffic continues to constitute an obstacle for growth in the DCB / 
VAS industry and that FraudStop continues to do its job by blocking fraudulent traffic at source 
before creating any detriment to the consumer.

Having Empello’s FraudStop in place allows industry to focus on improving and optimising traffic 
sources to achieve a better return on investment. When good and bad traffic sources are fully 
identified by FraudStop, merchants can switch off bad traffic sources and optimise their marketing 
spend on good traffic sources. Empello’s Traffic Insight feature is ideal to assist in that process and 
we talk about that later in our Annual Report.

The % of blocked traffic varies from country to country and we observe that some regions suffer 
more from in-app malware than others. Our experience shows that large amounts of high risk 
clicks correlate with high volumes of in-app traffic.

However, in countries where FraudStop is not deployed, our FraudScan programme continues to 
record auto-subscription campaigns. In 2021, Empello recorded a total of 1,372 auto-subscriptions 
during its global testing programme highlighting the on-going battle against payment fraud. Whilst 
the figure of 1,372 auto-subscriptions may seem small against the 600,000 tests we perform each 
year across the FraudScan programme, it should be remembered that 1 test by Empello represents 
a campaign that could impact many 100s or even 1000s of subscribers. 

The number of auto-subscriptions we encounter in-market continues to grow year on year despite 
on-going efforts by the Google Play Store to stop malware getting into its apps catalogue. 

In the next paragraphs, we will examine in detail what malware apps are and how they can harm 
customers. We’ll also look at the role PIN flows play in the VAS ecosystem with case studies from 
Bahrain, Saudi Arabia, Oman and South Africa.

 
What are malware apps? How can they harm consumers?
Malware apps containing Joker malware first hit the news in 2017 when they were used to steal 
personal data. Since then, they have continued to be used to collect personal data illegally and 
make payments without users’ consent.

Most malware apps use Joker malware to bill android users without consent. This is known as “trojan” 
software as it simulates clicks and generates OTP codes to subscribe users to unwanted VAS.

This form of malware is particularly dangerous as it requires users to interact with it directly. 
Malware apps claim to offer legitimate services such as wallpapers, quotes or games then perform 
malicious activity while users interact with the normal looking interface.



12|Annual Report 2021

PIN flows: Do they reduce payment fraud?
In an attempt to curb payment fraud, many mobile operators have shifted to two-factor authentication 
using one-time passwords (OTP) delivered to customers via SMS. In the Gulf for example, many 
operators moved to OTP flows recently such as the UAE in 2019 and Qatar and Oman in mid 2020. In 
the UK, at the end of November 2019, all services moved to OTP flow. Today OTPs are an integral part 
of mobile payment processes in many markets.

However, two-factor authentication via OTP is not robust. The introduction of OTP flows has failed to 
protect consumers against the rise of auto-subscriptions through malware apps, which read the OTP 
and insert it into the OTP confirmation page. Between 2020 and 2021, we observed a 13% increase in 
auto-subscription campaigns detected by FraudScan.

The steep global upward trend in the number of auto-subscriptions is most prominent in the Gulf 
region despite the implementation of OTP flows to protect consumers. The most notable increase in 
auto-subscriptions occurred in Bahrain where the number of detected auto-subscriptions grew by 
435% between 2020 and 2021. Saudi Arabia saw a 434% increase in auto-subscriptions. Oman also 
saw an increase of 305% in auto-subscriptions. Outside of the Gulf region, South Africa records most 
auto-subscription issues despite implementation of anti-fraud measures in Vodacom and MTN. 

In contrast, Empello’s robust cybersecurity tools have protected over 1 billion people from around 
the world and allowed our clients to focus on revenue growth and market prosperity while keeping 
the click flow.

 
How Malware defeats PIN flows
The following example illustrates how malware apps found on the Google Play Store can steal 
users personal data and charge them without consent:
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1. Users download an app claiming to be a messaging service.

2. The app interface is designed to resemble other messaging apps.

3. Users are asked to agree to make this app the default messaging app - giving it access to 
contacts and calling services. Thanks to this interaction with the user, the Joker malware app is 
now able to steal the phone’s SMS information.

4. After giving the app permission to access the phone’s information, the user received an SMS 
confirming their subscription to a VAS.

This type of billing fraud is a significant threat to the DCB and VAS industry.

 
Bahrain - going bust?
With over 380 auto-subscription campaigns recorded by Empello in 2021, it was no surprise when 
Bahraini Mobile operators introduced new measures aimed at increasing consumer protection. stc 
Bahrain stopped all acquisitions in early November 2021. The suspension was for them to deploy 
proprietary OTP management. However, as we previously observed malware can read OTP and 
insert it in the confirmation page. All that is required is for fraudsters to modify existing Malware to 
hack the new flow. Such measures are comparable to Covid-19 lockdowns, they may slow the spread 
of the virus, but they do not stop the issue at the source. Furthermore, merchants are impacted 
when new flows impact conversions adversely and change the ROI on advertising investments. 
Indeed, we observed that 45 out of 96 merchants were the target of one or more auto-subscription 
campaigns, with the top 5 merchants accounting for 45% of all auto-subscription campaigns in the 
market.

Where does that leave the Bahrain market? A market in decline, a new payment page with very 
little room for customisation, merchants leaving the market and a reduction in choice for the 
consumer. Is there a better way to tackle payment fraud? We will look at steps taken by Omantel to 
counter-attack the fraudsters.
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Oman - regaining control? 

Similarly to Bahrain (although not at the same rate), we have seen an increase in auto-subscription 
campaigns in Oman with over 215 cases recorded by FraudScan’s manual testing. We also know 
that 20 out of 50 merchants were the target of one or more auto-subscription campaigns, with 
3 merchants accounting for over half of all auto-subscription campaigns. Payment fraud needs 
robust cyber-security solutions hence why Omantel decided to regain control by implementing 
Empello’s FraudStop solution. While this implementation is a work in progress, it is expected to be 
complete during the first weeks of 2022 and thus safely guaranteeing a safer and more prosperous 
market in 2022. 

 
Saudi Arabia - at crossroads?
Along with the opening of entertainment and cultural fields, the Kingdom of Saudi Arabia (KSA) 
became one of the fastest growing markets in the DCB / VAS world in 2019. However, that growth 
was met with increasing interest in the market from fraudsters. Empello started its operations in 
June 2020 in Saudi Arabia and during the second half of the year, we have recorded over 76 auto-
subscription campaigns. In 2021, that number grew steadily to reach over 406 auto-subscription 
campaigns or attempts to charge our test phones. This is coupled with Ad Fraud discovered by 
our talented team of Arabic speakers based in London. We mainly see misleading flows and fake 
ads, which we discussed in depth in page 8 of this annual review. The KSA market is currently at 
a crossroads. Will the carriers implement new flows or restrict the market, - or rather, will the 
carriers choose a path of anti-fraud protection that properly protects the ecosystem as we’ve seen 
in Oman. Only time will tell.

 
South Africa - Payment Fraud still persists
South Africa has always been an unstable market in terms of compliance. It is great news that 
we see a dramatic 46% decrease in auto-subscriptions campaigns from 216 in 2020 to 116 in 2021. 
However, South Africa remains the 4th market with the most auto-subscription campaigns detected 
by Empello’s FraudScan, and the largest market outside the Gulf region. 116 auto-subscription 
campaigns detected by Empello testing handsets represent only the tip of the iceberg as hundreds 
of thousands of handsets could well be the victim of such payment frauds. Given that South Africa 
is not new to anti-fraud solutions it is disappointing to see the continued prevalence of auto-
subscription campaigns slipping through the net in our market monitoring.
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Whenever we see an increase in complaints and non-compliance in a market, it often follows 
that one of the actions we’ll see taken by a carrier or regulator is the introduction of PIN or OTP 
flows in order to add more “security” to the payment journey.

Typically, the triggers for introducing a PIN flow to the payment journey are increasing levels of 
consumer complaints about unauthorised charges on their bill, and these are often caused by 
increased levels of technical payment fraud.

At Empello we categorise two types of payment fraud - front door and back door fraud. Front 
door fraud is fraud that originates from the user’s device. The fraud occurs through manipulation 
of the intended consumer journey, rather than back door fraud which circumvents the intended 
consumer journey and is injected directly into the payment infrastructure. 

Front door fraud is usually caused by having a malware application on the handset which is able 
to manipulate the device and emulate user behaviour.

As a result, buttons on payment pages are clicked by the malware app rather than the user 
themselves, and carriers wind up with complaints from users saying that they simply did not 
click on the payment page. 

Differentiating between users complaining because they have malware on their devices 
emulating user behaviour and users who simply don’t want to pay for services they have used is 
an impossible task for carriers and often results in blanket refund policies by carriers to make 
complaints go away.

However, not all consumers notice charges on their bill, or complain about them, so a significant 
number of consumers can still be impacted regardless of a carrier’s best efforts. And even for 
those consumers who have received refunds as a result of unauthorised charging, damage has 
still been caused to customer satisfaction and may result in customer churn to competitor 
mobile networks. 

And let’s not forget the merchant! From a merchant perspective, the impact is twofold. Merchants 
have paid to acquire users via marketing channels which are not legitimate. These don’t generate 
long term revenues and often any revenues have to be refunded. Further revenue is lost when 
legitimate users who have used services also request refunds and can not be differentiated from 

Technical Focus: 
OTP flows “PIN Loops” - are they working in 
the Direct Carrier Billing payment process?
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those who have genuinely suffered from fraud. Merchants may subsequently exit markets that 
become unprofitable in this manner.

It’s generally believed that adding a PIN makes any payment process more secure. Afterall PIN 
protection is commonly used in multiple areas in the finance sector to secure payments, from 
ATMs, to cards, to online payments. However, when it comes to direct carrier billing, they don’t 
work as effectively.

Why? Because the very same piece of malware that is emulating the user behaviour and clicking 
on buttons, is also perfectly capable of accessing the messaging inbox on that device, reading 
the PIN that you’ve just received or viewed, and sending a message with that PIN to authorise 
a payment or subscribe you to service. On-screen PIN processes are no different to circumvent.

So, PIN or OTP flows don’t deter fraudsters in any way and malware can hack a PIN flow as easily 
as they can create a fraudulent click. However, PIN flows do deter consumers by adding friction 
into the payment journey with additional steps. A PIN flow can kill transactions by making users 
drop out of the payment process before completing their transaction. 

We can see this impact clearly in a market like the UK. In November 2019 the regulator mandated 
a compulsory 2 stage verification to the payment flow, which included both SMS and onscreen 
pin flows. The result on the UK market is that in 2021 Empello now sees less than 10% of the clicks 
that we did prior to the introduction of the new flows in 2019, a 90% reduction in VAS traffic. In a 
nutshell, payment fraud still forms the same share of the pie, but it’s a much smaller pie.
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One of the great strengths of direct carrier billing should be its ease of use, particularly for low 
value purchases. Adding a Pin or OTP flow makes Direct Carrier Billing less easy for consumers 
to use. 

In a world where there has been a significant shift to mobile commerce with sales estimated to 
hit $3.56 trillion by the end of 2021 (Statista), representing 54% of total eCommerce sales (Big 
Commerce), and there are multiple competitive mobile payment platforms competing for these 
transactions (Apple Pay, Google Pay, Samsung Pay, Venmo, Wepay, Paypal to name just a few!), 
making direct carrier billing less easy to use and less competitive doesn’t make sense, nor does 
it leave carriers in a good position to benefit from this shift in consumer buying behaviour to 
mobile.

So what is the answer?
Rather than adding additional steps to the payment that can be easily hacked by any fraudster 
but discourage users from completing their payment journey, another option is to implement 
comprehensive fraud protection measures on mobile payment pages.

Such fraud protection measures should include the ability to check every transaction to 
determine whether or not it has been made by a genuine mobile user or auto generated from 
the user’s handset without their knowledge and verify that transaction to both the carrier and 
the merchant with a security token.

Such measures should include amongst their protections IP validation, device fingerprinting, 
analysis of click behaviour, analysis of browser and app presentation, i-framing protections and 
a comprehensive and evolving database of suspicious traffic sources

There is no doubt that the implementation of such protection will also result in a decrease in VAS 
traffic in any given market as the problematic traffic is identified and weeded out by Merchants 
that cease paying for traffic from fraudulent sources, but the critical difference is that such 
measures are invisible to the mobile user and do not impede their payment journey at any point.

Whilst the pie will still shrink it should not shrink as much from genuine users failing to complete 
the payment journey, and the resulting blocking of fraudulent transactions enables a healthy 
payments system for all parties to build upon.

In this way, we can keep carrier payment journeys competitive against mobile payment platforms 
and fit for purpose in a mobile first world, whilst ensuring protection for all of the participants 
in the value chain, consumers, carriers and merchants.
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Product Focus: 
The Traffic Insight Tool  
in FraudStop

In 2021 we added a new tool to our FraudStop platform offering enhanced data analytics for 
understanding the behaviour and performance of different traffic sources. We call it Traffic Insight.

While FraudStop already provided detailed data for each transaction, the Traffic Insight feature 
gives mobile networks, aggregators and merchants a comprehensive analysis of the performance 
of their traffic across multiple customisable parameters.

Traffic Insight allows the configuration up to 4 customisable hierarchical parameters for a 
better understanding of the performance of different traffic sources. You can use as many of 
the parameters as you wish (max 4 tiers) and the parameters can be anonymised to protect 
confidential marketing information. 

In the case of a merchant, Parameter 1 might be the Ad Network traffic is sourced from, Parameter 
2 might be the campaign  ID, and Parameter 3 might be the Affiliate ID. The ability to analyse 
block rates at this granularity enables merchants to identify the best performing networks and 
campaigns in relation to block rates and weed out any problem affiliates sending fraudulent 
traffic. Why waste time and money on traffic that is blocked for fraud and will never generate 
revenues?

Configuring the parameters within Traffic Insight automatically adds the segmentation 
to the FraudStop URLs in use in order to capture the segmentation data ensuring a speedy 
implementation and immediate availability of data with the portal. By comparing the performance 
of traffic sources in terms of fraud block rate, volume and conversion rate, content providers can 
optimize traffic source cost and quality without having to reveal any confidential marketing data 
to Empello.

The ultimate goal across the ecosystem is to understand where the sources of high risk traffic 
are, adjust the mix accordingly to optimise traffic sources and work to minimise block rates. 
Better yet, the information is provided in real time, so you can identify immediately when a traffic 
source suddenly becomes a problem.
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The Empello Predictions  
for 2022
In our round up of 2020, we summarised that it was a year of multiplying risks and threats in the 
VAS/DCB industry and we predicted for 2021 the continued rise of auto-subscriptions, along with 
an increase in misleading advertising and campaigns moving to social media channels which are 
harder to discover, monitor and test via automated methods. 

Essentially, fraudsters have been learning to evade many monitoring tools and automated web 
crawlers by moving campaigns to channels that are harder to monitor as well as generating fraud 
directly from the user’s device by way of malware.

Broadly our predictions for 2021 were right. However, the presence of such threats tends to vary 
from geographic market to market and also come in cyclical waves depending on the current 
market conditions. We typically don’t find that all markets are in the same stage at the same 
time. Certain markets are more prone to misleading social media and influencing campaigns, 
whilst other markets err towards auto subscription. It's definitely worth keeping an eye on our 
regular country updates to see what’s going on in each market in any given period.

Fraudsters will stick to what makes the most money in the shortest amount of time in any 
given market. If it's easy and cheap to get a misleading social media campaign into a particular 
market, then that’s where the advertising money will flow. This is where Empello’s FraudScan 
solution plays a critical role using a combination of automated technology and fully trained 
compliance analysts fluent in the local language to research, identify and test what’s visible 
in market. However, the key to such monitoring being effective is full engagement with all the 
parties in the value chain, starting at the top with the carrier.

Over the course of 2021, in the 30 markets that Empello operates in, we’ve detected nearly 20,000 
misleading social media campaigns.

 
Misleading Social Media Campaigns

Middle East 14,725

Europe 184

LATAM 745

Africa 1,874

Other 2,109
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You can read our Market Insights reports for more details about what types of campaigns we 
found where.

Where it's more expensive and harder to get misleading advertising into market, for example 
because the cost of advertising is high, or the market  is effectively monitored by a company 
like Empello, Fraudsters may turn to other more technical methods of fraud. Such methods may 
include manipulation of the payment page or an installed base of users with a malware app on 
their device which spoofs genuine user behaviour and subscribes users without their knowledge. 
This is what we at Empello call an Auto Subscription. The user has been subscribed automatically 
from their handset without their knowledge or interaction.  In this case, this is where technical 
fraud protection measures like Empello’s FraudStop installed on payment pages will identify 
behaviour that is not by genuine users. 

We detected almost 1,400 auto subscription campaigns in a range of markets. The top 4 countries 
with most auto subscription campaigns being Bahrain, Oman, Saudi Arabia and South Africa.

 
Auto Subscription Campaigns

So, what will 2022 bring us?
Sadly, we predict more of the same. Both misleading social media campaigns and malware will 
continue to circulate around the globe, landing in the markets that are the least protected and 
moving on when the money dries up. The on-going rise in misleading social media campaigns is 
likely to trigger carriers to ban the use of affiliate and social media marketing for VAS services, 
and we’ve seen this happen in markets that Empello operates in already, such as the UAE.

However, Google traffic is not always good traffic, and affiliate marketing traffic is not always bad.

While Google’s strict policies reduce misleading marketing, some problems remain even with 
Google sourced traffic. And we also find fake Google-friendly advertising sources, where fraudsters 
control the publisher domains to which they direct traffic, and then provide onward clicks which 
appear to be from a Google approved source. What’s more, it’s all very well banning affiliate 
traffic when perceived to be problematic, but the very ban itself needs to be monitored to ensure 
adherence. 

Bahrain 380

Oman 215

Saudi Arabia 406

South Africa 116
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With a comprehensive and rigorous monitoring programme like FraudScan in place, there is 
no need to put such restrictions on marketing in place. The key to successful monitoring is 
full engagement by all parties in the value chain to act on the intelligence provided including 
Carriers, Aggregators and Merchants. To some extent it is a game of whack a mole when it comes 
to identifying and closing misleading advertising campaigns, but when all the parties work 
efficiently together fraudsters move on to easier targets soon enough.

In addition, the on-going rise in auto subscriptions in 2022 is likely to lead to continued 
implementation of high friction flows by carriers and regulators like MSISDN/OTP flows as a 
method to try and protect consumers from auto-subscriptions. However, at Empello we know 
this is not always the best way forward. OPT flows are unfriendly for consumers and malware can 
easily overcome them. An alternative way forward which does not add friction to the customer 
journey is to implement full payment page protection like FraudStop.

By embedding anti-fraud software on payment pages, FraudStop proactively blocks fraudulent 
transactions before they affect consumers. Empello offers the most comprehensive protection 
possible, with our unique on-page and ad-flow approach. This type of payment page protection 
means carriers can return to convenient and user-friendly header enrichment and 2-click flows 
and provide consumers with an easy payment process that provides comprehensive protection 
from sophisticated fraud techniques. In addition, our specialised team in London manually tests 
hundreds of malware apps each month to detect new sources of auto subscriptions and building 
up a database of apps that FraudStop can block. Furthermore, FraudStop stops all transactions 
from a range of suspicious sources including websites containing i-framing, all suspicious tokens 
and all suspected bot activity, along with back door fraud such as MSISDN injection.

Repeating last year’s predictions is not very exciting, so what do we have that is new for 2022?

During 2021 we have started to see an increase in non compliance from a new advertising 
source, social influencers, and we expect this trend to continue in 2022. We first discovered 
social influencer campaigns leading to VAS services in Ireland early 2021 during lockdown. Social 
Influencing campaigns as a whole have drawn much attention during this period with a focus on 
the lack of compliance or even indication that the so called recommendations on social media 
made by personalities actually constitute advertising and should therefore follow the applicable 
advertising regulations be they for VAS or other services.

According to a study by HypeAuditor, more 
than half (55 per cent) of Instagram influencers 
were involved in some form of social media 
fraud and fakery in 2020 and 45 per cent of 
Instagram accounts were fake. The study 
covered Instagram, Youtube, Tik Tok, with Tik 
Tok gaining ground on Instagram fast. Whilst 
the majority of fraudulent activity covered 
buying followers, likes and comments from click 
farms, buying story views, and engaging with 
comment pods, where a group of Instagram 
users get together and systematically engage 
with each other's posts, there is no doubt that 
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promoting a service without proper terms and conditions and pricing information is a growing 
problem in this space, with HypeAuditor predicting that the Instagram influencer market alone 
will grow by 15 per cent in the next 12 months to $5.87bn.

Social influencers marketing campaigns are difficult to monitor and have the potential to cause 
significant consumer harm.  We expect this trend to develop in 2022.

The UK Government has recently legislated on security for connected devices under its Product 
Security and Telecommunications Infrastructure (PSTI) Bill. In it the UK Government recognises 
the potential security threat that the increase in the IOT (internet of things) and the connected 
devices involved in providing that infrastructure may create. These days even my washing 
machine is connected to my mobile to enable me to schedule a wash whilst I’m out of the 
house. Kaspersky research shows that there were 1.5 billion attacks against IoT products in the 
first six months of 2021, which represented a 100% increase since the same period in 2020. And, 
according to research, the average UK household has nine consumer connectable products, and 
this is continuing to grow.

In light of this, we need a discussion on whether these types of devices create a threat for 
mobile payments. If my washing machine is connected to my mobile, can malware on my washing 
machine trigger a mobile payment to my phone bill? 

It’ll be an interesting discussion for 2022 and we look forward to the challenge.

Thank you! 
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